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XML

<?xml version='1.0"?>
<PaymentInfo xmins="http://example.org/paymentv2’>
<Name> Alice </Name>
<«CreditCard Limit="5,000" Currency="USD">
<Number> 1234 5678 9012 3456 </Number>
<Issuer> Example Bank </Issuer>
<Expiration> 01-05 </Expiration>
</CreditCard>
</PaymentInfo>
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Getting Started...
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XML Encryption --- after ---
<?xml version='1.0"?>
<PaymentInfo xmlns="http://example.org/paymentv2’>
<Name> Alice </Name>
<EncryptionData
type="http://www.w3c.org/2001/04/xmlenc#Element’
xmins="http://www.w3c.org/2001/04/xmlenc#'>
<CipherData>
<CipherValue> A23B45C56... </CipherValue>
</CipherData>
</EncryptionData>
</PaymentInfo>

Specification
@ XML Encryption: 31 pages
* http://www.w3.0org/TR/xmlenc-core/
@ XML Signature: 47 pages
* http://www.w3.0org/TR/xmldsig-core/
@ WS-Security: 22 pages
* http://www-106.ibm.com/developerworks/
webservices/library/ws-secure/

XML Encryption --- before ---
<?xml version='1.0"2>
<PaymentInfo xmlns="http://example.org/paymentv2’>
<Name> Alice </Name>
<«CreditCard Limit='5,000" Currency='USD'>
<Number> 1234 5678 9012 3456 </Number>
<Issuer> Example Bank </Issuer>
<Expiration> 01-05 </Expiration>
</CreditCard>
</PaymentInfo>

The Rule of XML Encryption
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<EncryptionData Id? Type?>
<EncryptionMethod/>? <I-- 3DES-CBC, AES128-CBC, ... >
(<ds:keyInfo>
<EncryptedKey> <I-- shared secret key encrypted with public key >
<ds:KeyName>?
<ds:RetrievalMethod>?
</ds:keyInfo>)?
<CipherData>
<CipherValue> <!-- data encrypted with shared secret key >
</CipherData>
<EncryptionData>




Basic Example
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E,: XML Element, SSK,: Shared Secret Key, PK,: Public Key
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Send XML encrypted with SSKey

ruleset i: Clientld do
choose j: net do

clifi].state = C_WAIT_PK_MESSAGE & net[j].dest = i
==>

var
outM: Message;

-- outgoing message
inM: Message;

-- incoming message
SSSK: SharedSecretKeyld; -- shared secret key for Server
begin
inM := net[j]; multisetremove (j, net);
if inM.mType = M_PK then
if inM.enKeyl_1 = i & inM.enKey2 = i then
sSSK := inM.element2;
undefine outM; outM.source :=i; outM.dest :
outM.elementl1 :=i; outM.enKeyl_2 := sSSK;
multisetadd (outM, net);
clifi].state := C_WAIT_SSK_MESSAGE; cli[i].sSSK := sSSK;
end; end; end; end; end;

lifi].server; outM.mType := M_SSK;

Shared Secret Key Example
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E,: XML Element, SSK,: Shared Secret Key, PK,: Public Key

Send XML encrypted with Public Key

ruleset i: Clientld do
ruleset j: Serverld do
clifi].state = C_SLEEP & multisetcount (l:net, true) < NetworkSize
==>
var
outM: Message; -- outgoing message
cSSK: SharedSecretKeyld; -- shared secret key for client
begin
cSSK := GenSharedSecretKey();
undefine outM; outM.source
outM.element1 outM.enKeyl_1
outM.element?2 := cSSK; outM.enKey2
multisetadd (outM, net);
clifi].state := C_WAIT_PK_MESSAGE; cli[i].server := j; cli[i].cSK := cSK;
end;
end;
end;

M.mType := M_PK;
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ruleset ruderld do
choose j: net do

ruleset intercept : boolean do

rule "intruder overhears/intercepts"
lismember(net[j].source, Intruderld) -- not for intruder's message

==>
begin

alias msg: net[j] do -- message to overhear/intercept

if msg.mType = M_PK then

Intruder can Decrypt if Knows Key

if msg.enKeyl_1 =i then int[i].elements[msg.element1] := true; end;
if msg.enKey2 = i then int[i].keys[msg.element2] := true; end;

end;

if msg.mType = M_SSK & int[i].keys[msg.enKey1_2] = true then
int[i].elements[msg.element1] : = true;
end; end; end; end; end; end;
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Intruder can Alter Messages

: net do
ruleset intercept : boolean do
rule "intruder overhears/intercepts and alter ssk"
lismember(net[j].source, Intruderld) -- not for intruder's message
==>
var
iSSK: SharedSecretKeyld; -- shared secret key for intruder
begin
alias msg: net[j] do -- message to overhear/intercept
if msg.mTyp: M_PK then
iSSK enSharedSecretKey();
msg.element2 SK;
int[i].keys[iSSK] := true;
end; end; end; end; end; end;

Found Error
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E,: XML Element, SSK,: Shared Secret Key, PK,: Public Key

The Rule of XML Signatu

<Signature ID?>
<SignedInfo>
<CanonicalizationMethod/>
<SignatureMethod/>
(<Reference (URI=)?> <I-- a data object using a URI-Reference >
(<Transforms>)?
<DigestMethod><DigestValue> <I-- SHA-1, SHA256, SHA512, ... >
</Reference>)+
</SignedInfo>
<SignatureValue> <!-- digest encrypted with private key >
(<KeyInfo>
<KeyValue><X.509Data> <!-- public key and X.509 certificate >
</KeyInfo>)
</Sighature>




Fixed Shared Secret Key Example
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Conclusion

@ 7T couldn't find any error about
the combination of XML Enc./Sig.

@ But XML Enc./Sig. have the flexibility
to use

@ It's important o use correctly




