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 Security During Handoffs in 802.16g-2007 
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The recent amendment to 802.16 of “Management Plane Procedures and Services” provides an opportunity to examine WiMAX security at the management level. We present an analysis of the procedures added to WiMAX in the 802.16g-2007 amendment, with emphasis on the exchange of subscriber cryptographic information of all devices. We find that in the interest of functionality, the 802.16g-2007 amendment defines procedures in the mobile handoff management section for requesting cryptographic information without verifying a base stations legitimate need for the keys. This leads to a real-time interception vulnerability in the network. We conclude with suggestions on how an implementation of WiMAX can protect against this vulnerability.. 

Index Terms—wireless security WiMAX handoff management plane NCMS 802.16 . 

I. Introduction

802.16g-2007 provides enhancements to the management of WiMAX devices by creating standardized procedures and interfaces for management. Essentially, 802.16g-2007 builds on previous WiMAX specifications by filling in the details for the management and account procedures that are needed to manage devices on a WiMAX network. Though 802.16g-2007 defines network control and management system (NCMS) primitives and interfaces for use at a higher level, it does not define NCMS protocols.  At the current time NCMS protocols are outside the scope the specification.

In this paper I focus on the information passed in the NCMS primitives, focusing on the security implications. I analyze the definitions provided in 802.16g-2007 relating to when primitives should be sent, what information is passed in the primitives, and the NCMS responses the primitives.  Based on the information gained during my analysis, I consider a scenario where a network of base stations (BS) constituting a WiMAX 802.16e mobile network has a single compromised BS.  I ask the question, using the compromised base station, can an attacker gain the cryptographic information for any device attached to the network?  

Using the security procedures for mobile device handoffs defined in the 802.16g-2007 amendment, it is possible for a compromised base station to obtain the cryptographic information for any device attached to the network. Obtaining the cryptographic information would give an attacker the ability to eaves drop on the encrypted session. 

By sending messages defined in the analyzed specification, 802.16g-2007, a malicious base station is granted access to information it has no legitimate need to know. This vulnerability shows WiMAX has poor compartmentalization within its network infrastructure.  I begin by detailing the primitives and procedures that a malicious base station could use to request and obtain the cryptographic information of device located on the network and the sections in the specification where they are defined. I then provide suggestions based on the analysis that do not require breaking 802.16g-2007 compliance that can mitigate this vulnerability.

II. The Handoff

A. Handover procedure

A mobile subscriber (MS) moves around a WiMAX network and expects to seamlessly maintain connectivity. When a MS moves connectivity through one BS over to another, this is known as a subscriber handoff. The handover procedures and messages that WiMAX defines to support seamless handoffs in a wireless network are the focal point of this study. 

For quality of service (QoS) reasons, cryptographic key exchange and setup should only take place at the beginning of a MS session. This means that during a handoff, the backbone network should transfer the MS security information.  It is important to note that WiMAX adds the primitives and procedures to accomplish this as an optimization, i.e. WiMAX does not require that a MS NOT have to re-authenticate and reestablish key information before completing a handoff, but goes to great lengths to define methods to do so as an optimization because of the large negative impact on QoS if it failed to do so.

B. The Handoff in 802.16e-2005

Defined in the original mobile specification, Section 6.3.22.2 (HO Process), the handoff process defines a “backbone” method for requesting MS information.

“Regardless of having received MS information from serving BS, target BS may request MS information from the backbone network. Network re-entry proceeds per 6.3.9.5 except as may be shortened by target BS possession of MS information obtained from serving BS over the backbone network. Depending on the amount of that information Target BS may decide to skip one or several of the following Network Entry steps....”  802.16e-2005 pg. 239 

When the spec states that “regardless” of the state of the target BS, the base station may request MS information from a serving BS, they open the door for a malicious BS to request MS information it does not legitimately need. However, this does not mean that a serving BS should provide it. A WiMAX base station needs the ability to determine when it should refuse to provide MS information to a requesting BS, and in the solutions section and define some suggestions. The handoff description in 802.16e-2005 is high level and the 802.16g-2007 specifies what this request and response must look like.

C. Security in the Handoff in 802.16g-2007

In 802.16g-2007, the specification defines a procedure for use when requesting the security information of a MS (Section 14.2.2.3). According to the specification, the primitive C-SM-REQ is used to indicate the transfer of a security context. It contains four fields: Serving BSID, Target BSID, MS MAC Address, and the Security Information. According to 802.16g-2007, the C-SM-REQ should be followed by a C-SM-RSP. The C-SM-RSP contains the exact same four fields as the C-SM-REQ, only the security information of the requested MAC should be contained in the information stored at the serving BS. This is illustrated in the diagram below.
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Fig. 1.  Note that the C-HO-IND is an notification primitive, that requires not response or handling by NCMS. It is a stateless notification, meaning its receipt requires no acknowledgement or change in state.

Section 14.2.2.3 of the specification states that when a base station receives a C-SM-REQ, a BS responds with C-SM-RSP message and the NCMS should respond (pg. 64-65 802.16g-2007).  The should is indicative of the security information handoff being treated as an optimization within WiMAX.   Section 6.3.22.2 of 802.16e-2005 clearly states that all securiy handoff information is an optimization, and a full reauthorization may occur.

III. The scenario revisited

A malicious BS will not wait for a C-HO-IND notification before it makes a C-SM-REQ, and the spec does not require it to. This allows a malicious BS to request the security information using the MAC of a device from a serving BS even if no handoff is taking place.  To do so a malicious BS would need to know the MAC of the device it wanted the security information of and the BSID of the serving base station ( the exact BSID may not in fact be required, as nothing prevents us from sending requests to every BS on the network and waiting for a response).  Both the MAC and BSID are unencrypted during normal operations, so obtaining the requires no additional exploits.

This leads a vulnerability where one compromised base station on the network can continually request the cryptographic information of a targeted MS using its MAC address and break the confidentially of the conversation, essentially eavesdropping.

IV. Conclusions and suggestions

The 802.16g-2007 specification contains no mechanism to guard against a malicious base stations unwarranted requests for cryptographic information. The burden lies with the NCMS implementation, and fortunately there are several techniques to mitigate this attack. However any additional technique may have a side effect that increases the number of dropped service flows or boosts the number for full re-authentication performed within the network.

As a first and obvious solution, correlate requests for security information with handover management procedures.  Mandate that the NCMS perform state checking of a partial HO initiation. Deny ANY C-SM-REQ where the target BS has not been passed a HO notification through the NCMS. This would place on the NCMS the burden of determining whether of not a BS may need security context information of a given MAC.

Second add an attribute in the C-SM-REQ that would indicate to the receiving a need to know. This should be a last transmitted sequence number or something similar that can prove with reasonable certainty that the target BS is in contact with the requested MAC address.

Lastly, implement a location based C-SM-REQ table. This table could contain a network topology that would define permission on which base stations could send C-SM-REQ to one another. This takes advantage of the handoff physical locality, a handoff request from BS a thousand miles away cannot possibly be legitimate. 

WiMAX ultimately trusts its infrastructure and is designed to be fast, so unfortunately challenging a BS need to know a requested MACs security information was not built into the spec, but can easily be added through any of the suggested methods.
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Figure 476—Context transfer primitives initiated by a target BS







