1. Execution trace

Let's execute the handshake protocol with two principals, Alice and Bob. At the beginning of execution, the run ®
will be

Q"= {{Alice, Bob}, {{Alice, Init, (Alice, Bob), 1}, {Bob, Init, (Bob), 2}}, (), { }} .
Note that the thread ids have been chosen arbitrarily; the only condition on them is that they are distinct.

We now execute the protocol step-by-step. The run R will, after Alice executes the "k := newnonce" action, be as

follows:
Q= {{Alice, Bob}, {{Alice, Init, (Alice, Bob), 1}, {Bob, Init, (Bob), 2}},

(
(1; k := newnonce)
))
{1 k), N,

where we use N; as a meta-variable for some unspecified nonce, the only condition for which is that is "doesn't
occur" in run R° (the meaning of which is defined in section 4.1).

After Alice's "siga := sign (Alice, Bob, !k}, sk(Alice)" action, the run looks as follows:
R* = {{Alice, Bob}, {{Alice, Init, (Alice, Bob), 1}, {Bob, Init, (Bob), 2}},
(
(1; k = newnonce),
(1; siga = sign (Alice, Bob, N;), sk(Alice))
)’

{((1, k), N, ({1, siga), H<Alice,BOb,N1>Hsk )}

(Alice)

Continuing, we obtain the following:
Q* = {{Alice, Bob}, {{Alice, Init, (Alice, Bob), 1}, {Bob, Init, (Bob), 2}},
(
(1; k := newnonce),
(1; siga = sign (Alice, Bob, N;), sk(Alice)),
(1; enca == enc H<Ahce’BOb’N1>Hsk(Alice)’ pk(Bob))
),
{
(( 1 > k)7 Nl)a

(1, siga), ﬂ(Alice,Bob,NJHs ),

k(Alice)

((1, enca), {H(Alice,Bob,Nl >Hs

k(Alice)

Fo
pk(Bob)
3
Q4= {{Alice, Bob}, {{Alice, Init, (Alice, Bob), 1}, {Bob, Init, (Bob), 2}},
(

(1; k := newnonce),
(1; siga = sign (Alice, Bob, N}), sk(Alice)),

(1; enca =enc H<Ahce’BOb’Nl>Hsk e)? pk(Bob)),

(Ali

}:k(Bob) )

(1; send {H<Alice,B0b,Nl>‘l

kk(Alice)

)
{
(L, k), Ny),
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(1, siga), ﬂ(Alice,Bob,NJHs ),

k(Alice)

Fo
pk(Bob)

((1, enca), {H<Alice,BOb,N1 >‘]s

k(Alice)

Q> = {{Alice, Bob}, {{Alice, Init, (Alice, Bob), 1}, {Bob, Init, (Bob), 2}},

(1; k := newnonce),
(1; siga = sign (Alice, Bob, N), sk(Alice)),

(1; enca == enc H<Alice,B0b,Nl >‘L((A]ice), pk(Bob)),

F o
pk(Bob)

(1; send {H<Alice,B0b,Nl>HS

k(Alice)

(2; enca := receive)

(1, k), Ny),
{1, siga), H<Alice,B0b,N >Hs ),

k Ahce

.

pk Bob

[l

p Bob

({1, enca), {H(Alice,Bob,N >‘]s

k Ahce

({2, enca), {H<Alice,B0b,N

Ahce

RE= {{Alice, Bob}, {{Alice, Init, (Alice, Bob), 1}, {Bob, Init, (Bob), 2}},

(1; k := newnonce),
(1; siga :=sign (Alice, Bob, N;), sk(Alice)),

(1; enca == enc H<Alice,B0b,N1 >‘:|sk(Alice)’ pk(Bob)),

(1; send {H(Aliee,Bob,N1 >‘L((A“ce) }:k(Bob) ),

(2; enca = receive),

(2; siga = dec {H(Alice,Bob,Nl)\L(AHCC) }ak(B o dk(Bob))
pk(Bo

((1, k), Ni),

(1, siga), ||(Alice,Bob,N >Hs ),

k(Alice)

.
"

((2, enca), Alice,BOb,N

]sk Ahce

)
Bob
Bob

k Ahce

I

((1, enca), {H Alice,Bob,N >‘
l
U

(2, siga), <AliCC,BOb,N] >Hs )

k(Alice)

@7 = {{Alice, Bob}, {{Alice, Init, (Alice, Bob), 1}, {Bob, Init, (Bob), 2},



3
Q% = {{Alice, Bob}, {{Alice, Init, (Alice, Bob), 1}, {Bob, Init, (Bob), 2}},

(

),
{

(1; k := newnonce),
(1; siga = sign (Alice, Bob, N}), sk(Alice)),

(1; enca = enc H<Alice,B0b,Nl >‘L{(AHCC), pk(Bob)),

(1; send {H<A1ice,B0b,Nl>‘L((Alice) }:k(BOb)),

(2; enca = receive),

(2; siga = dec {H(Alice,Bob,Nl>\L(Am) }ak(B ) dk(Bob)),
pk(Bo

(2; texta = unsign ﬂ(Alice,Bob,N1 >‘L(Ame))
(1, k), Ny),

(1, siga), H<Ahce Bob, N, Hsk(Ahce)>’

(1, enca), { Ahce Bob,N )\ i) Ek(Bob) :
(2, enca), { Ahce Bob,N >\ () }:k(m))’
(2, siga), H<AhCCaBOb’N1>Hsk(Ance)>’

{(2, texta), (Alice, Bob, Ny))

(1; k := newnonce),
(1; siga = sign (Alice, Bob, N;), sk(Alice)),

(1; enca == enc H<Alice,B0b,Nl>‘L((Alice), pk(Bob)),

}a )
pk(Bob)
(2; enca = receive),

(2; siga ==dec {H<Alice,B0b,Nl>HS

(1; send {H<AliCG,BOb,N1>‘l

k(Alice)

k(Alice) b

}a , dk(Bob)),
k(Bob)

(2; texta = unsign H<Alice,B0b,Nl >HS
(2; 1dA = m; (Alice, Bob, N;)

),

k(Alice)

((1, k), Ny),
((1, siga), H<A1ice,BOb,N1>Hs

k(Alice)

((1, enca), {H<Alice,BOb,N1>‘

((2, enca), {H<Alice,BOb,Nl>‘




(2, siga), ﬂ(Alice,Bob,NJHs ),

((2, texta), (Alice, Bob, N})),
((2, 1dn), Alice)
Iy
R’ = {{Alice, Bob}, {{Alice, Init, (Alice, Bob), 1}, {Bob, Init, (Bob), 2}},
(
(1; k := newnonce),
(1; siga :=sign (Alice, Bob, N,), sk(Alice)),

k(Alice)

(1; enca =enc H<Alice,BOb,N1 >Hsk(Ance)’ pk(Bob)),
(1; send {H<Alice,B0b,N1>‘L((A]ice) }:k(BOb)),

(2; enca = receive),

(2; siga =dec {H<Alice,]30b,Nl>Hs }a ( , dk(Bob)),

k(Alice) pk(Bob)

)2

(2; texta = unsign H<AliCG,B0baN1 >H§

(2; 1dAa = m, (Alice, Bob, N;),
(2; 1dB = m, (Alice, Bob, N;)

k(Alice)

((1, %), Ni),

((1,siga), [(Alice,Bob,N >Hs ),

k(Alice)

F Bob
F Bob

k Ahce

[
{(1, enca), { AliCG,BOb,N >‘]s
li |

((2, enca), AliCG,BOb,N >‘

k Ahce

(2, siga), ﬂ(Ahce,Bob,N1 >Hs )

{(2, texta), (Alice, Bob, Ny)),
((2, idA), Alice),
({2, 1dB), Bob)
1
R = {{Alice, Bob}, {{Alice, Init, (Alice, Bob), 1}, {Bob, Init, (Bob), 2}},
(
(1; k := newnonce),
(1; siga = sign (Alice, Bob, N,), sk(Alice)),

(1; enca = enc H<Ahce’BOb’Nl>‘l

k(Alice)

k(Alice)’ pk(Bob)),

}a )
pk(Bob)
(2; enca = receive),

(2; siga = dec {H<AliCC,BOb,N1>‘l

(1; send {H<AliCG,BOb,N1>‘l

sk(Alice)

}a . dk(Bob)).
(Bob)

k(Alice) ok

(2; texta = unsign H<Alice,B0b,Nl >H§
(2; 1dAa =m (Alice, Bob, N),

)

k(Alice)



(2; 1dB = m, (Alice, Bob, N),
(2; k :==m3 (Alice, Bob, N;)

),

{
(1, k), Ny),

((1, siga), Alice,E’va,N1>Hs ),

k(Alice)

F Bob
F Bob

]sk Ahce

((2, enca), H<A1ice,BOb,N >‘

k Ahce

I
{(1, enca), {H<Alice,BOb,N >‘

((2, siga), H<AliCC,B0b,N1 >Hs

((2, texta), (Alice, Bob, Ny)),
((2, idA), Alice),
((2, 1dB), Bob),
({2, k), Ny)
3
Q" = {{Alice, Bob}, {{Alice, Init, (Alice, Bob), 1}, {Bob, Init, (Bob), 2}},
(
(1; k := newnonce),
(1; siga = sign (Alice, Bob, N,), sk(Alice)),

(1; enca :=enc H<Alice’BOb’Nl>us

),

k(Alice)

k(Alice)’ pk(Bob)),

}a )
pk(Bob)
(2; enca = receive),

(2; siga = dec {H<Alice,B0b,N1>HS

(1; send {H(Ahce, Bob, N, >‘:|s

k(Alice)

}a . dk(Bob)).
(Bob)

k(Alice) ok
(2; texta = unsign H<Alice,B0b,N1 >H§

(2; 1dA = m; (Alice, Bob, N;),
(2; 1dB = m, (Alice, Bob, N},
(2; k =m; (Alice, Bob, N}),

(2; verify H<Alice,B0ba N, >”s

),

k(Alice)

(Alice)” vk(Alice))

((1, k), Ni),

(1, siga), Alice,Bob,N1>Hs ),

k(Alice)

.
"

]sk Ahce

((2, enca), H<Alice,BOb,N >‘

k Ahce

[
((1, enca), {H<AliC6,BOb,N >‘

)
Bob
Bob

((2, siga), H<AliCC,BOb,N1 >Hs

({2, texta), (Alice, Bob, Ny)),
((2, 1dn), Alice),

),

k(Alice)



((2, 1dB), Bob),
(2, k), Ny)
1
Q' = {{Alice, Bob}, {{Alice, Init, (Alice, Bob), 1}, {Bob, Init, (Bob), 2}},
(
(1; k := newnonce),
(1; siga = sign (Alice, Bob, N), sk(Alice)),

(1; enca = enc H<Alice,B0b,N1 >‘L((A]ice), pk(Bob)),

P

pk(Bob)

(1; send {H<Alice,]30b,Nl>Hs

k(Alice)

(2; enca = receive),

(2; siga == dec {H<Alice,B0b,Nl>HS

k(Alice) b

}a . dk(Bob)),
k(Bob)

(2; texta = unsign H<Ali(:e,BOb,Nl>HS ),

(2; 1dA = m; (Alice, Bob, N;),
(2; 1dB = m, (Alice, Bob, N),
(2; k =m; (Alice, Bob, N}),

(2; verify H<Alice,B0b,N1 >HS
(2; assert: Bob=Bob)

k(Alice)

(Alice)” vk(Alice)),

(L, k), Ny),

(1, siga), Alice,Bob,N1>Hs ),

k(Alice)

.
"

]sk Allce

({2, enca), H<A1iCG,BOb,N >‘

k Ahce

I
((1,enca), {H<Alice,BOb,N >‘

’
Bob
Bob

((2, siga), H<AliCG,BOb,N1 >Hs

{(2, texta), (Alice, Bob, Ny)),
((2, 1da), Alice),
((2, 1dB), Bob),
(2, k), Ny)
3
Q" = {{Alice, Bob}, {{Alice, Init, (Alice, Bob), 1}, {Bob, Init, (Bob), 2}},
(
(1; k := newnonce),
(1; siga = sign (Alice, Bob, N,), sk(Alice)),

(1; enca :=enc H<Ahce Bob,N >‘]5

),

k(Alice)

(e PRBOD),

}a Bob
(2; enca = receive),

(2; siga =dec {H(Ahce Bob, N, ]s

(1; send {H<A1ice, Bob, N

Allce

}a dk(Bob))

Ahce



(2; texta = unsign H<Alice’B0b’Nl >H§

(2; idAa :=m (Alice, Bob, N;),
(2; 1dB :=m, (Alice, Bob, N;),
(2; k =m3 (Alice, Bob, N;),

(2; verify H<Alice,B0b, N, >”s

(2; assert: Bob=Bob),
(2; s = newnonce)

),

k(Alice)

(Alice)” vk(Alice)),

(1, k), Ni),

(1, siga), Alice,Bob,NJHs ),

k(Alice)

.

p Bob

[l

p Bob

k Ahce

[
((1, enca), {H<Alice,BOb,N >‘
{(2,enca), {

L
H(Alice,Bob,N >Hs

k(Alice)
((2, siga), H<A1iCG,BOb,N1>‘l

{(2, texta), (Alice, Bob, N)),
((2, 1dn), Alice),
((2, 1dB), Bob),
((29 k)o Nl)n
(2, s), Np) (Here, N, does not occur in R'%.)
Iy
Q' = {{Alice, Bob}, {{Alice, Init, (Alice, Bob), 1}, {Bob, Init, (Bob), 2}},
(
(1; k := newnonce),
(1; siga = sign (Alice, Bob, N), sk(Alice)),

(1; enca = enc H<Alice,BOb,N1>Hs

),

k(Alice)

k(Alice)’ pk(Bob)),

}a )
pk(Bob)
(2; enca = receive),

(2; siga =dec {H<Alice,]30b,Nl>HS

(1; send {H<AliC€>,B0b,N1>HS

k(Alice)

}a , dk(Bob)),
k(Bob)

k(Alice) b
(2; texta = unsign H<Alice,B0b,N1 >H§

(2; 1dA = m; (Alice, Bob, N;),
(2; 1dB = m, (Alice, Bob, N),
(2; k :==m3 (Alice, Bob, N;),

(2; verify ﬂ(Alice,Bob, N, >Hs

(2; assert: Bob=Bob),

(2; s := newnonce),

(2; encb :=se Ny, Ny)
>7

{
(L, k), Ny),

),

k(Alice)

(Alice)” vk(Alice)),



((1,siga), [(Alice,Bob,N >Hs ),

k(Alice)

)

pk Bob

.

p Bob

k Ahce

[
({1, enca), { Alice,BOb,N >Hs
({2, enca), {

Alice, Bob, N, ”sk (Alice)

(2, siga), H(Ahce,Bob,Nl>‘lk(Aﬁce)),
{(2, texta), (Alice, Bob, Ny)),
((2, idA), Alice),
({2, 1dB), Bob),
(2, k), Ny),
(2, 5), Na),
(2, ench), {N,[}7)
1
Q'° = {{Alice, Bob}, {{Alice, Init, (Alice, Bob), 1}, {Bob, Init, (Bob), 2}},
(

(1; k := newnonce),
(1; siga = sign (Alice, Bob, N;), sk(Alice)),

(1; enca = enc ﬂ(Alice,Bob,Nl )\L (st PR(BOD)).

}a )
pk(Bob)
(2; enca = receive),

(2; siga = dec {H(Alice, Bob, N, )\l }a o’ dk(Bob)),
k(Bob

sk(Alice) b

(1; send {H(Alice,Bob,N1>‘]s

k(Alice)

(2; texta = unsign H<Alice,B0b,N1 >H§ ),
(2; 1dAa =m (Alice, Bob, N),
(2; 1dB :=m, (Alice, Bob, N},
(2; k =m3 (Alice, Bob, N;),

(2; verify H<Alice,BOb, N, >H§
(2; assert: Bob=Bob),

(2; s = newnonce),

(2; encb = se Ny, Ny),

(2; send ﬂNz |};] )

k(Alice)

k(Alice)’ Vk(Alice)),

((1, k), Ny),
({1, siga), H<A1iCC,BOb,N1>H$

k(Alice)

(1, enca), {ﬂ(Alice,Bob,NJ\

((2, enca), {H<Alice,B0b,Nl>‘




((2, siga), H<Alice,B0b,N1>‘lk(Alice)),
((2, texta), (Alice, Bob, N})),
((2, 1dn), Alice),
((2, 1dB), Bob),
((2, k), Ny),
({2, 5), Na),
((2, encb), ﬂNz };l )
I
R'° = {{Alice, Bob}, {{Alice, Init, (Alice, Bob), 1}, {Bob, Init, (Bob), 2}},
(

(1; k := newnonce),
(1; siga = sign (Alice, Bob, N;), sk(Alice)),

(1; enca = enc ﬂ(Alice,Bob,N1 )\lk(AHCC), pk(Bob)),

(1; send {ﬂ(Alice,Bob,N1 - }:k(BOb) )

(2; enca = receive),

(2; siga = dec {H(Alice,Bob,Nl)\L(Alm) }ak(B ) dk(Bob)),
pk(Bo

(2; texta = unsign H<AliCG,B0baN1 >H§

(2; 1dAa ==, (Alice, Bob, N;),
(2; 1dB :=m, (Alice, Bob, N;),
(2; k =m3 (Alice, Bob, N;),

(2; verify ﬂ(Alice,Bob, N, >”s

(2; assert: Bob=Bob),
(2; s = newnonce),
(2; encb :=se Ny, Ny),

(2; send ﬂNz |};l ),

(1; encb := receive)

)

k(Alice)

k(Alice)’ vk(Alice)),

(L, k), Ny),
((1, siga), [(Alice,Bob,N >Hs

k(Alice)

[
(1, enca), { Alice,Bob,N1>\
((2, enca), {

[(Atice, Bob,N, )

(2, siga), H<Ahce,B0b,N1 >‘]s

((2, texta), (Alice, Bob, N})),
((2, 1dn), Alice),

((2, 1dB), Bob),

(2, %), Ny),

(2, 8), Na),

k(Alice)



P,

{(2, encb), ﬂN

((1, encb), ﬂNz };l )
I
R'7 = {{Alice, Bob}, {{Alice, Init, (Alice, Bob), 1}, {Bob, Init, (Bob), 2}},
(

(1; k := newnonce),
(1; siga = sign (Alice, Bob, N;), sk(Alice)),

(1; enca == enc H<Alice,B0b,Nl >‘L((A]ice), pk(Bob)),

(1; send {H<Alice,B0b,N1>‘L((A]ice) }:k(BOb)),

(2; enca = receive),

(2; siga = dec {H(Alice,Bob,Nl)\L(Am) }ak(B ) dk(Bob)),
pk(Bo

(2; texta = unsign H<Alice,BOb,N1>Hs

(2; 1dA = m; (Alice, Bob, N;),
(2; 1dB = m, (Alice, Bob, N;),
(2; k =m; (Alice, Bob, N}),

(2; verify ﬂ(Alice,Bob,Nl >”s

(2; assert: Bob=Bob),
(2; s == newnonce),
(2; encb :=se N, Ny),

(2; send ﬂN2|};] ),
(1; encb = receive),

(I; s =sd ﬂN2|};l ,Ny)

),

k(Alice)

(Alice)” vk(Alice)),

((1, k), Ni),
((1, siga), |(Alice,Bob,N >H§

9

k A11ce

)

pk Bob

o

p Bob

k Ahce

[
((1, enca), { Alice,Bob,N >‘

Alice, Bob, N ‘

(2 enca) k Al1ce

(2, siga), H(Ahce,Bob,NJHs ),

((2, texta), (Alice, Bob, N})),
((2, 1da), Alice),

{(2, 1dB), Bob),

(2, k), Ny),

((2,5), Na),

{((2, encb), ﬂN

k(Alice)

[ )




({1, encb), ﬂNz

(1, ), No)
i

)



2. Full proof

Note: We use a notation where list elements can be written using record element notation (list.1, list.2, ...) in addition
to projection notation. (Recall that we identify tuples and lists.)

€)) uses: AADyerify

true [Resp(T.rpars.1)]r siga M = |: usiga (m ‘T }

vk (id AT

Note that here and below, T is a meta-variable, not an abbreviation for a specific thread.
) uses: AADypsign

true [Resp(T.rpars.1)]r texta = nsiga (m ”
3) uses: AAQ ggert

true [Resp(T.rpars.1)]r idB™ = T.rpars.1
4) uses: AAD ggert

true [Resp(T.rpars.1)]; textal”! = <idAm,idBm,km>

(5) uses. definition of %

Vk(idAT) = sk(igam)
(6) This is step 1 of the proof in the book chapter.
uses: (1-5), G1, G3, G4

true [Resp(T.rpars.1)]y siga™ = n<idAm ,T.rpars.L k™ >

Lc(idAm)
@) uses: AAlyerity
true [Resp(Tapars. 1)}y Verify (T, siga™ , vi(idA™ ))
(8) This is step 2 of the proof in the book chapter.
uses: (6,7), G1, G3

true [Resp(T.rpars.1)]r Verify(T, n<idAm ,T.rpars.1 k™ >
) uses: VER
Honest(idA™ ) A Verify[T, ﬂ<idAm ,T.rpars. 1 k" >‘L

L fox) vi(idA™ ))

vk(idA™ ))

(iaa™)
= 3T": T'pname = idA™ A Sign (T', <idAm ,T.rpars.L k™ >, sk(idAm ))

(10) This is step 3 of the proof in the book chapter.
uses: (8,9), G1, G3, G4

Honest(idAm )

true [Resp(T.rpars.1)]
" pt-mpars. Dlr = 3T": T'pname = idA™ A Sign (T',<idAm ,T.rpars.1 k™ >,sk(idAm ))

(11) uses: AA2g;qm
Start(T) []r —Si gﬁT,<X, Y, K> s (CX))
(12) uses: (11), G3
Sign (T.(X, Y,K),sk(X))

Start(T) []r | = NewNonce(T,K)

AF irstSend(T,K, {H<X, Y>K>‘L

L)

(x)



(13) uses: AAlgg,
true [Init(T.xpars).bsegs.1]; Sign (T,<T.p name, T .rpars.2 k™ >,sk(T.pname))
Note that T.pname = T.rpars.1.

(14) uses: AN3
true [k :== newnonce]r Fresh(T,km )
(15) uses: P2.1

Fresh(T,km) [siga = sign (T.pname, T.rpars.2, k), sk(T.pname); enca := enc !siga, pk(T.rpars.2)]t Fresh(T,km)
(16) uses: FS1
oy

Fresh(T.k™) [send {H(T.pname,T.rpars.Q,k)HS W(Tapas)
pk(T.1pars.

}pk(T.tpaJs.Z)

k(T.pname)

K cc {W<T-pname, T.rpars.2 k™ >‘l

k(T.pname)
= NewNonce(T,km)
A FirstSend T,km,{‘kT.pname, T.rpars.2 k™ >‘1 }
k(T.pname) pk(T.mpars.2)
(17) uses.: IN
k(T pname) pk(T.mpars.2)
(18) uses: (14-17), G1, G3, G4, SEQ
NewNonce(T,km)

true [Init(T.rpars).bseqgs. 1]t
H<T.pname, T.rpars.2, k™ >‘l

sk(T.pname)

A First Send(T,km {

}pk(T.rpars.Z)j

(19) uses: (13, 18), G1

Sign (T,<T pname, T .rpars.2 k™ >,sk(T .pname))

true [Init(T.rpars).bsegs.1
[Init(T.rpars).bseqgs.1r /\NewNonce(T,km)

A FirstSend T,km,{ H<T.pname,T.rpars.2, km>‘1 }
k(T.pname) pk(T.mpars.2)
(20) uses: (19), G3
[Init(T.rpars).bseqgs.1]t
Sign (T’<T.p name, T.rpars.2 k' >,5k(T,pname)) Sign (T,<TApna.me, T.rpars.2 k™ >,sk(T.pna.me))
= NewNonce(T,km) = NewNonce(T,km)

u<T .pname, T.rpars.2 k™ >‘L

Ak(T.pname)|

ﬂ<T,pname,T.rpars.2 k”‘>u }:m mw] /\FirslSend[T,km,{
(21) uses: AA3ggn

—Sign (T,<X, Y,K>,sk(X)) [Init(T.rpars).bseqs.2]r —Sign (T,<X, Y, K>,sk(X))
(22) uses: (21), G3

—Sign (T,<X, Y,K>,sk(X)) [Init(T.rpars).bseqs.2]t

Sign (T,(X, Y,K),sk(X))
= NewNonce(T’K)

A FirstSend[T,km,{

F

k(T pname)

A FirstScnd[T, K,{IKX’ Y, K>‘1

K(X)

}:wm)
(23) uses: P1
Sign (T,(X, Y, K),sk(X)) [Init(T.pars).bsegs.2]r Sign (T,(X,Y,K),sk(X))



24)

(25)

(26)

27)

(28)

29)

(30)

€2

(32)

(33)

(34

uses: (23), G3

Sign (T(X, Y,K),s(X))
A NewNnnce(T‘ K)

N FirstSend(T, K,{H(Xva K>‘L(x)

L)

uses: P1

[Init(T.rpars).bseqs.2]t

Sign (T,(X, Y, K),sk(X))

NewNonce(T,K) [Init(T.rpars).bsegs.2]r NewNonce(T,K)

uses: (25), G3

Sign (T(X, Y, K),5k(X))
A NewNi unce(T, K)

A FimlScnd(T,K,{n<X¢Y~K>‘1

L)

k()|

uses: P1

FirstSend(T, K,{U<X, Y, K>H,«-k(x)
uses: (27), G3

Sign (T(X, Y.K).sk(X))
A NewN: unce(T, K)

k()|

A FirslSend(T‘ K,{H<X4Y< k)]

L)

Sign (T(X, Y, K),5k(X))
A NewNi unce(T, K)

A FirslScnd(T, Kﬁm(’@‘(v K>‘L

L)

uses: (29), G3

)

Sign (T,(X, Y, K),5k(X))
A NewNi unce(T, K)

A FirslScnd(T, Kﬁm(’@“ K>‘1

L)

k()|

[Init(T.rpars).bseqs.2]t

F j [Init(T.rpars).bseqs.2]t
pk(Y)

[Init(T.rpars).bseqs.2]t

uses: (24, 26, 28), G1

[Init(T.rpars).bseqs.2]t

[Init(T.rpars).bseqs.2]t

uses: (22, 30), G2

Sign (T(X, Y,K),5k(X))

Sign (T.(X, Y,K),sk(X))
=1A NewNonce(T, K)

A FirstScnd[TyKvﬂ<XvY'K>‘l

L)

uses: (31), G3

k()|

Sign (T,(X, Y. K),sk(X))
= NewNonce(T,K)

A FirstSend(T,K,{sz Y’K>‘1

L)

k(X))

NewNonce(T,K)

FirstSend(T,K,{H<X« YLK,

kk(X)

}Pk(\')J
}pk(Y) )

FirstSend(T, K,{ﬂ(X, Y.KJ]

sk(X)

Sign (T,(X, Y. K),5k(X))
A NewNonce(T,K)

A FirslScnd[T» K’{H<X’Y' K>‘L4x»

};kmj

Sien (T(X,Y, K).sk(x))
= Nchoncc(T,K)

A FirstSend[T,K.{H<X»Y~K>‘1

L)

k(X))

[Init(T.rpars).bseqs.2]t

[Init(T.rpars).bseqs.

derivation exactly as for (32)

Sign (T(X, Y,K),sk(X))
= NewNonce(T,K)

k(X))

A FirstSend(T, K,{H<Xs\” Kl

;;MVJ

uses: (12, 20, 32,

[Resp(T.rpars)]r

33), HON

Sign (T,(X, Y,K),sk(X))
= NewNonce(T’K)

A FirstScnd(T,K,{IkXx YK>‘1

L)

k(X))

2]
Sign (T.(X, Y,K),sk(X))

= NewNonce(T, K)

A FirstSend(T,K'{sz Y-K>‘1

L)

k(X))

Sign (T,(X, Y, K).sk(X))
= NewNonce(T,K)

k(X))

A FirstSend(T, K,{H<Xs\” Kl

;;MVJ



Sign (T,<T.p name, T .rpars.2 k! >,sk(T P name))

Honest(T.pname):> = NewNonce(T,km)

n<T.pname, T.rpars.2 k™ >

A FirstSend(T,km,{

}pk(T.rpars.Z)]

Note that there is a presupposition (sort-of) here that requires the thread to be executing a role with at least 2 role
parameters. If the presupposition fails, one could take either of two stances: (1) Sign(...) is false by default. (2)
T.rpars.2 is a symbol. Currently the chapter takes stance #2. Option #1 would make the proof easier of course. In
either case we strictly speaking don't have a presupposition failure (ie: we don't use error values in this particular
case).
(35) This is step 4 of the proof in the book chapter.

uses: (34)

1k(T. pname)

Sign (Tall’<Tall .pname, T,,.rpars.2 k'™’ >,sk(TaH .pname))

Honest(T,,.pname)= | = NewNonce(Ta“,k[Ta“])

sk (T, .pname)

A First Send(Ta“ kTl {‘ ﬂ<Tﬂ1I pname, T, .rpars.2, k™! > ]

}Pk(Tau .rpaxsl)]

(36) by inspection of the handshake protocol
Honest(T,,.pname) = (Sign (Tan,<X, Y, K>sk(X)) K= k[Ta“])

al

(37 uses: (36)
Sign (Tall,<T u-pname, T .rpars.2, K>,sk(Tall p name))

a

H t(T,. =
onest(T,,.pname) = K =k A Sign (Ta",<T -pname, T, .rpars.2, k”"”]>,sk(TaH.pname))

a
al

The second Sign(...) of (37) is unified with the Sign(...) of (35).
(38) uses: (35, 37)

Sign (Tall’<Tall .pname, T, .rpars.2, K>,sk(Tall p name))
Honest(T ll.pname) =|=> K=k A NewNonce(Tau,k[Ta“])

aj

}pk(Tau .Ipars.Z)]

A FirstSend[TaH, Kkl { H<Tall .pname, T,.rpars.2 k'™ ]>‘1

(T, .pname)

(39) uses: (38)

Sign (Tall,<T ,-pname, T .rpars.2, K> sk(Tall D name))

aj

Honest(T ”.pname) == NewNonce(Ta”,K)

aj

]‘k(Tall .pname)

A FirstSend(Tan K, {H<Tan.p name, T,,.rpars.2, K>

};k(Tuﬂ -maml)j

(40) uses: (39), G4




(41)

true [Resp(T.rpars.1)]r

uses: (10, 40), G1,

true [Resp(T.rpars.1)]t

Honest(T‘111 p name)

aj

= :>NewNonce(T K)

all>

Sign (Tau,<T 1-pname, T .rpars.2, K>,sk(Te111 p name))

}“

Pk(Ty .rpars,Z)J

A FirstSend(Tall K, {H<Tall .pname, T,,.rpars.2, K>

]sk(Tn" .pname)

G3

Honest(idA = )
= 3T": T'pname = idA™
ASign (T, (idA™, T rpars. Lk™ ), sk{idA™ )

Hones t(Tall .p name)

Sign (Ta11 ,<Ta11 .pname, T, .rpars.2, K>,sk(Tall P name))
== NewNonce(T K)

all»

A FirstSend(Tall K, {H<Tall .pname, T, .rpars.2, K>

}Pk(Tan -rpatS-2)j

:Isk(Tan .pname)

Tan s instantiated as T' with Ty.rpars = (T,y.pname, T,y.rpars.2) = (idAm, T.rpars.1). K is instantiated as kM.
(42) This is step 5 of the proof in the book chapter.

(43)

(44)

(45)

(46)

(47)

uses: (41), G3

true [Resp(T.rpars.1)]r

uses: AAl eceive

Honest(idA (T )
= 3T": T'pname =idA™" A NewNonce(T',km )

n<idA M T.rpars.L k™ >

A FirstSend(T',km ,{

}pk(T.Ipars.l)j

]sk(idAm)

true [Resp(Trpars.1)]r Receive (T, enca!™ )

uses: AAQgec

true [Resp(T.rpars.1)]; enca'’ = {sigam

m }a
dk(T.rpars. 1)

uses: definition of &

dk(T.1pars.1) = pk(T.rpaIs. 1)

uses: (6, 43-45), G1, G3, G4

true [Resp(T.rpars.1)]r Receive[T,{

uses: IN

kM CC{

n<idAm ,T.rpars.1k™ >H§

ﬂ(idAm ,T.rpars.Lk!" >\l

k(iaa™)
} pk(T.pars.1)

}pk(T.rpars.l)j

k(idA[T] )

(48) This is step 6 of the proof in the book chapter.
uses: (46, 47), G1, G4




n<1dA ,T.rpars.1 k™ >

];k (idAm )

A Receive (T, {

NewNonce(Tl,km /\F1rstSend(T km

}pk(T.rpats. 1)

}pk(T.rpam.l)j
}pk(T.rpars.l)J

true [Resp(T.rpars.1)]t
1dA ,T.rpars.1 k™ >‘l

k(ida™)

(49) uses: FS2

]sk(idAm )

1dAm ,T.rpars.1 k™ >

lk(idA[T]) }pk(T.mm. )

}pk(T.Ipars.l))
}pk(T.rpaIs.l)]

AT, #T Ak cc { n<idAm ,T.rpars.],km>

A Recelve[ {
Send (Tl , {

=

u<1dArr T.rpars.L k™ >HS ‘

k(iaa™)

u<idAm ,T.rpars. k™ >

]sk(idA[” )

< Receive {n idA™ T.rpars.1k™ l }
( < > k(idAm) ph(T.1pars.1)
(50) uses: (42, 48, 49), G1, G3, G4
Honest(idAm ):> 3T': T' pname = idA™
T'#T
Resp(T.rpars. | Send T',{nidAm,T. ars.1 k™ ] }
true [Resp(T.rpars.1)]r N ( < p >sk(idAm) J—
=
<1Rece1ve[ {kldA T T.rpars. Lk >lk(’dAm)} j
! ph(T.1pars.1)

(51) This is step 7 of the proof in the book chapter.
uses: (60, 44, 45, 50), G1, G3, G4

Honest(idAm ):> 3T': T'pname = idA™
true [Resp(T.rpars.1)]r T'=T
A .
= Send(T enca! )<1 Recelve(T enca! )

(52) uses: AA4
true [Resp(Trpars.1)]r Receive (T, enca!” )<1 Send (T, encb™ )
(53) uses: (51, 52), G1, G3
Honest(idAm ):> 3T": T'pname = idA™
T=T

true [Resp(T.rpars.1)]
" Al = Send (T' encal )<1 Receive (T enca m)

A Receive (T, enca )<1 Send (T, encb!” )
(54) This is step 8 of the proof in the book chapter.




uses: (53), G3

Honest(idAm )/\ idA™ # T .pname=> 3T":
T'pname = idA™
A Send (T' ,enca” ) < Receive (T, enca!™ )

A Receive (T, enca™ ) <1 Send (T, encb™ )

true [Resp(T.rpars.1)]r



